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BENSLOW
MUSIC

DATA PROTECTION AND RETENTION POLICY

Introduction

Benslow Music is the trading name of Benslow Music Trust (registered charity no,
313663 and company limited by guarantee no. 408404), Benslow Music Instrument Loan
Scheme (registered charity no. 313755) and Benslow Music Enterprises Ltd (a limited
company no.10967344). As such it is regulated by the Charity Commission, principally
under the provisions of the Charities Acts.

Benslow Music needs to gather, store and use certain forms of information about
individuals in order to operate; these individuals can include Staff, Officers, Trustees and
members of Benslow Music Trust, audiences and potential audiences, business contacts
and other people with whom Benslow Music has a relationship or whom it needs to
contact regularly.

Scope

This policy applies to all those handling data on behalf of Benslow Music, including Trustees,

Staff, Officers and Visitors contractors and third-party suppliers; and it relates to all data held by

Benslow Music on individuals including names, email and postal addresses, telephone

numbers and other information of a personal nature such as, but not limited to, financial and

health information.

3.

Definitions

The terms “Personal Data”, “Data Controller”, “Data Processor” and “Data Subject” used in this
Policy shall have the meaning given it in the UK General Data Protection Regulation (UK GDPR).

4.

41.

Policy Statement
Benslow Music will:

411 comply with both Data Protection law and good practice

412 respect individuals' rights as described in the UK GDPR

413 do all that it can to avoid causing harm to individuals by ensuring that Personal
Data is processed securely and only by those with a need to know.

414 be open and honest with individuals whose data are held, taking into account their
legitimate concerns as to how their data are used, and giving them as much



4.2.

52.

5.3.

54.

5.5.

choice as is possible and reasonable over what data are held and how they are
used

415 provide training and support for staff who handle personal data, so that they can
act confidently and consistently.

41.6 Adhere to the Seven Principles of Data Protection as specified in Articles 5(1) and
5(2) of UK GDPR. These provide that Personal Data shall be:

a. processed lawfully, fairly and in a transparent manner in relation to individuals;

b. collected for specified, explicit and legitimate purposes and not further processed
in a manner that is incompatible with those purposes;

C. adequate, relevant and limited to what is necessary in relation to the purposes for
which they are processed (‘data minimisation’);
accurate and, where necessary, kept up to date;
kept in a form which permits identification of data subjects for no longer than is
necessary for the purposes for which the personal data are processed;

f. processed in a manner that ensures appropriate security of the personal data,
including protection against unauthorised or unlawful processing and against
accidental loss, destruction or damage, using appropriate technical or
organisational measures.

g. The controller shall be responsible for, and be able to demonstrate compliance
with, the above Principles.

The Trustees recognise their overall responsibility for ensuring that Benslow Music
complies with its legal obligations.

Procedure
Benslow Music is the Data Controller and will determine what Personal Data is collected
and how it is used.

The Data Protection Officer for Benslow Music is the CEO. He or she, together with the
Trustees, is responsible for the secure, fair and transparent collection and use of Personal
Data by Benslow Music. Any questions relating to the collection or use of Personal Data
should be directed to the Data Protection Officer.

All those who have access to Personal Data as part of Benslow Music have a
responsibility to ensure that they adhere to this policy.

Benslow Music may use third-party Data Processors to process Personal Data on its
behalf and will ensure that all such Data Processors are compliant with UK GDPR.

Benslow Music will only collect Personal Data where lawful and where it is necessary for
the legitimate interests of the group.
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5.10.
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512.

513.

514.

Members' and visitors' names and contact details will be collected when they apply to
join one of Benslow Music's activities and will be used to contact those members and
Visitors regarding Benslow Music's administration and activities. Other data may also be
collected subsequently in relation to their membership, including their payment history
for activities. Where possible, Benslow Music will anonymise this data.

The names and contact details of staff, officers and trustees will be collected when they
take up a role, and will be used to contact them regarding administration related to their
role. Further information, including personal financial information and criminal records
information, may also be collected in specific circumstances where lawful and necessary
(for example, in order to process payment to the person or in order to carry out a DBS
check).

Individuals' names, contact details and other details may be collected at any time
(including when booking tickets or at an event) with their consent, in order for Benslow
Music to communicate with them about, and to promote, group activities.

Pseudonymous or anonymous data (including behavioural, technological and
geographical/regional) on an individual may be collected via tracking ‘cookies’ when they
access our website or interact with emails, in order to monitor and improve effectiveness
on these channels. See ‘Cookies on the Benslow Music's websites below'.

When collecting Personal Data, Benslow Music will always provide a clear and specific
privacy statement explaining to the Data Subject why the Personal Data is required and
what it will be used for.

Benslow Music will not collect or store more Personal Data than the minimum
information required for its intended purpose; e.g. a need to collect telephone numbers
from members in order to be able to contact them about administration and promotion of
services, but data on their marital status or sexuality will not be collected, since it is
unnecessary and excessive for the purposes of Benslow Music's administration.

Any individual will be able to update their Personal Data at any point by contacting
Benslow Music Reception on reception@benslowmusic.org

Benslow Music will keep Personal Data for no longer than is necessary in order to meet
the intended use for which it was gathered (unless there is a legal requirement to keep
specific records).

The storage and intended use of data will be reviewed in line with Benslow Music's data
retention policy. When the intended use is no longer applicable the Personal Data will be
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5.15.

5.16.

5.17.

deleted within a reasonable period.

Benslow Music will ensure that Personal Data held is kept secure:

5151

5152

515.3

5154

515.5

515.6

Electronically-held Personal Data will be held within a password-protected and
secure environment

Passwords for electronic Personal Data files will be re-set each time an individual
with Personal Data access leaves their role/position

Physically-held Personal Data (e.g. membership forms or email sign-up sheets)
will be stored in a locked cupboard, or in a locked room or building to which no-
one other than appropriate members of Benslow Music's team have access
Keys for locks securing physical Personal Data files will be collected by the Data
Protection Officer from any individuals with access if they leave their
roles/positions.

The codes on combination locks should be changed each time an individual with
Personal Data access leaves their role/position.

Access to Personal Data will only be given to relevant
Trustees/Officers/contractors where it is clearly necessary for the running of
Benslow Music. The Data Protection Officer will decide in what situations this is
applicable and will keep a master list of who has access to data.

Benslow Music will not transfer Personal Data to countries outside the European
Economic Area (EEA), unless that country has adequate protection for the individual's
data privacy rights.

When Benslow Music collects, holds and uses an individual's Personal Data, that

individual has the following the rights over that data:

5171

517.2

517.3

5174

Right to be informed: whenever Benslow Music collects data it will provide a clear
and specific privacy statement explaining why it is being collected and how it will
be used

Right of access: individuals can request to see the data Benslow Music holds on
them and confirmation of how it is being used. Requests should be made in
writing to the Data Protection Officer and will be complied with free of charge and
within one month. Where requests are complex or numerous this may be
extended to two months

Right to rectification: individuals can request that their data be updated where it is
inaccurate or incomplete. Benslow Music will request that members, staff and
contractors check and update their data on an annual basis. Any requests for data
to be updated will be processed within one month

Right to object: individuals can object to their data being used for a particular
purpose Benslow Music will always provide a way for an individual to withdraw
consent in all marketing communications. On a receipt of a request to stop using
data Benslow Music will comply unless there is a lawful reason to use the data for
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519.

5.20.

521.

5.22.

5.23.

legitimate interests or contractual obligation.

517.5 Right to erasure: individuals can request for all data held on them to be deleted.
Benslow Music data retention policy requires that data is not held for longer than
is reasonably necessary in relation to the purpose it was originally collected. If a
request for deletion is made Benslow Music will comply with the request unless:

517.6 There is a lawful reason to keep and use the data for legitimate interests or
contractual obligation.

517.7 There is a legal requirement to keep the data.

517.8 Right to restrict processing: individuals can request that their personal data be
'restricted’ - that is, retained and stored but not processed further (e.g. if they
have contested the accuracy of any of their data, Benslow Music will restrict the
data while it is verified).

Benslow Music will ensure its data processes comply with those rights and will make all
reasonable efforts to fulfil requests from an individual in relation to those rights.

Though unlikely to apply to the data processed by Benslow Music, it will be ensured that
rights related to portability and automated decision-making (including profiling) are
complied with where appropriate.

Benslow Music will regularly collect Personal Data from consenting supporters for
marketing purpose; this includes contacting them to promote performances and courses
and updating them about news, fundraising and other activities. When Personal Data is
collected for this purpose, it will provide:

5201 A method for users to show their positive and active consent to receive these
communications (e.g. a 'tick box’)

5.20.2 A clear and specific explanation of how the Personal Data will be used (e.g. ‘Tick
this box if you would like Benslow Music to send you email updates with details
about our forthcoming events, courses, fundraising activities and opportunities to
get involved’)

Personal Data collected will only ever be used in the way described and consented to
(e.g. Benslow Music will not use email Personal Data in order to market 3rd-party
products unless explicit consent has been given).

Every marketing commmunication will contain a method through which a recipient can
withdraw their consent (e.g. an ‘unsubscribe’ link in an email). Opt-out requests such as
this will be processed within 14 days approximately.

Benslow Music takes any breach of Personal Data seriously. A data breach could be the
deliberate or accidental:
5.231 Loss of data - e.g. not knowing where physical or digital data is stored or how to



5.24.

5.25.

5.26.

access it, including devices being lost or stolen
5.23.2 Destruction of data — both physical and digital

5.23.3 Corruption of data - e.g. changing data without permission or good reason or
changing it with permission or good reason but incorrectly, either by Benslow
Music Staff, Trustees, Officers or third parties

5.23.4 Unauthorised use of data e.g. sending an email that requires consent where
consent has not been given

5.23.5 Unauthorised access to data — e.g. an (unauthorised) third party gains access to
data stored by Benslow Music

5.23.6 Unauthorised disclosure of data - e.g. Benslow Music passing data to a third party
where we do not have a lawful basis to do so

5.23.7 Action or inaction on the part of the Data Controller or Processor.

Benslow Music has the following safeguards to ensure against possible data breaches:
5241 Datais stored on secure systems with access controlled by passwords
5.24.2 Automatic and manual processes ensure that passwords are updated on a

regular basis, including as soon as an individual's role within, or relationship to,
Benslow Music changes

5.24.3 Automatic and manual processes to ensure that mass communications are only
sent in line with mailing preferences.

If anyone associated with Benslow Music thinks that a data breach has occurred then it
should be reported to the Data Protection Officer immediately. The Data Protection
Officer will work with relevant individuals to investigate the potential breach and the
response plan will:

5.251 Establish if a breach has occurred

5.25.2 Investigate whether any measures can be taken to contain or to minimise the
breach

5.25.3 Establish the full extent and nature of the breach - including what the breach was,
how many data subjects are affected and who they are

5.25.4 Establish whether the data breach has, or is likely to, pose a significant risk to the
Data Subject’s rights and freedoms.

If a data breach does pose a significant risk to the Data Subject’s rights and freedoms
Benslow Music will:

5.26.1 Ensure that the Chair of trustees is informed

5.26.2 Report the breach to the Information Commissioner's Office. This will be done in-
line with its guidelines and as soon as possible, but in any case no later than 72
hours after the breach occurred
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6.2.

1.2.

7.3.

5.26.3 Report the breach to any other relevant regulators, including the Charity
Commission.

5.26.4 Report the breach to the Data Subjects affected, informing them of what has
happened, possible and likely impacts it might have on them, and what we are
doing to manage the breach and to reduce any risk of future occurrences

If the breach does not pose a significant risk to the data subject’s rights and freedoms
Benslow Music will;

5.271 Document details of the breach and the decision making process involved in
assessing the severity and risk of the breach.

5.27.2 Ensure the breach is reported to the Board at the next planned full meeting.

5.27.3 Conduct an internal investigation into how the breach happened and what
measures need to be taken to minimise the risk of similar breaches occurring in
the future.

Cookies

A cookie is a small text file that is downloaded onto ‘terminal equipment’ (e.g. a computer
or smartphone) when the user accesses a website. It allows the website to recognise
that user's device and store some information about the user's preferences or past
actions. Benslow Music uses cookies on its websites Benslow Music and Benslow Music
in order to monitor and record activity.

This allows Benslow Music to improve users’ experiences of our website by, for example,
allowing for a logged in’ state, and by giving Benslow Music useful insight into how users
as a whole are engaging with the website. Benslow Music will implement a pop-up box
on our websites that will activate each new time a user visits them. This will allow users
to click to consent (or not) to continuing with cookies enabled, or to ignore the message
and continue browsing (i.e. give their implied consent). They will also include links to our
Privacy Policy which outlines the specific cookies that are used and how cookies can be
disabled in the most common browsers.

Data retention procedures
The Data Controller will determine what data is collected and retained, and how it is used.

The Data Protection Officer, together with the Trustees, is responsible for the secure and
fair retention, and use, of data by Benslow Music.

Any questions relating to data retention or use of data should be directed to the Data
Protection Officer.



7.4.

7.5.

7.6.

1.1

7.8.

7.9.

7.10.

1.

712

A regular review of all data will take place to establish if Benslow Music still has good
reason to keep and use the data held at the time of the review.

As a general rule a data review will be held every year and no more than 15 calendar
months after the last review and will be conducted by the Data Protection Officer.
Benslow Music stores data in:

7.61 digital documents stored on computer devices kept at Benslow Music premises.
7.6.2 third party online services (e.g. Google Drive, Sharepoint)

7.6.3 physical materials (such as application forms) stored at Benslow Music premises

Physical data will be destroyed safely and securely, for example by shredding; all
reasonable and practical efforts will be made to remove data stored digitally, and priority
will be given to any instances where data is stored in active lists (i.e. where it could be
used) and to sensitive data.

Where deleting data would mean deleting other data that we have a valid lawful reason
to keep (e.g. in old emails) then the data may be retained safely and securely but not
used.

The following criteria will be used to make a decision about what data to keep and what

to delete:

7.9.1 Data stored by Benslow Music may be retained on the basis of statutory
requirements for storing data other than data protection regulations. This might
include, but is not limited to:

7.9.2 Gift Aid declaration records

7.9.3 Details of payments made and received (e.g. in bank statements and accounting
records)

7.9.4 Trustee/Board meeting minutes

7.9.5 Contracts and agreements with suppliers/customers

7.9.6 Insurance details

7.9.7 Tax and employment records.

When a staff member leaves Benslow Music and all administrative tasks relating to their

association with Benslow Music have been completed, any potentially sensitive data held
on them will be deleted (this might include bank details or medical data). Unless consent
has been given, data will be removed from all email mailing lists and all other data will be

stored safely and securely and reviewed as part of the next review.

If an individual opts out of a mailing list, their data will be removed as soon as is
practically possible.

All other data will be stored safely and securely and reviewed as part of the next review



713. All other data will be included in a regular yearly review.

8. Review and Publication

Approved by

Board of Trustees

Current version adopted

25 March 2024

Periodic review every 1year
Next review by 31 March 2025
Publish on website Yes

Notes




